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Abstract

The vulnerability of traditional network security technology in the face of rapid advancements in information technology and the
constant changes in network security. As a result, hackers can easily exploit loopholes in traditional security measures, such as
cracking cryptographic algorithms, and stealing sensitive user information and data, which has led to a crisis of trust in recent
years. To ensure safe and effective operation of massive data on the network, this article presents a quantitative assessment of the
network's threat situation. The assessment is divided into two parts: support evaluation and credibility evaluation. These parts are
further broken down into three levels of evaluation and severity evaluation. The article also provides a list of network
security-related precautions that can be taken to mitigate potential risks. The experimental results show that implementing these
hierarchical security measures can improve the security rate of Internet users' information by 4%-5%. Overall, the article
highlights the importance of adopting more advanced and sophisticated security measures to combat the increasingly complex
threats posed by cybercriminals.
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1. Introduction

In today's world, cyber attacks have become an increasingly significant threat to businesses, organizations, and
individuals. With the growth of technology and the internet, the risk of cyber attacks has also increased, leading to a
greater need for effective cybersecurity measures [1]. While there are numerous methods of addressing cyber threats,
using information technology to quantitatively evaluate and prevent such threats in a hierarchical manner has gained
considerable attention as a potential solution [2].

The primary problem addressed by this research is the need for effective cybersecurity measures in the face of
growing cyber threats. Traditional cybersecurity methods often rely on reactive measures, such as firewalls and
antivirus software, to prevent attacks. However, such measures are not always effective in preventing sophisticated
and targeted cyber attacks [3,4]. Using information technology to quantitatively evaluate and prevent cyber threats in
a hierarchical manner is a proactive approach that enables organizations to identify and address vulnerabilities before
they can be exploited.

Another challenge facing organizations is the complexity of cyber threats. Cyber attacks can take many forms, and
they often target multiple areas of an organization's network simultaneously [5]. Using information technology to
evaluate and prevent cyber threats in a hierarchical manner allows for a more comprehensive understanding of the
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risks and vulnerabilities present in a network, enabling organizations to take a more targeted and effective approach
to cybersecurity [6].

Furthermore, many organizations face the challenge of limited resources when it comes to cybersecurity.
Implementing effective cybersecurity measures can be costly and time-consuming, and smaller organizations may not
have the resources to invest in such measures. Using information technology to evaluate and prevent cyber threats in
a hierarchical manner can help organizations make better use of their limited resources by identifying the areas of
greatest risk and focusing their efforts on those areas [7-9].

Finally, the lack of standardization in cybersecurity practices is another problem that this research seeks to address.
There is currently no universal standard for cybersecurity practices, and different organizations may take vastly
different approaches to cybersecurity. Using information technology to quantitatively evaluate and prevent cyber
threats in a hierarchical manner provides a standardized approach to cybersecurity that can be adapted to the specific
needs of individual organizations [10].

Using information technology to quantitatively evaluate and prevent cybersecurity threats in a hierarchical manner
offers a proactive, comprehensive, and standardized approach to cybersecurity that addresses many of the challenges
facing organizations today. This research aims to explore the potential of this approach and develop practical
strategies for implementing it effectively [3]. By doing so, it is hoped that organizations of all sizes can better protect
themselves against the growing threat of cyber attacks.

The process of assessing network security situations involves examining the risk management perspective and
utilizing scientific methods and techniques to analyze various elements of the network, including potential security
threats and vulnerabilities [9]. By quantifying the risk associated with potential threats, it becomes possible to
develop effective protective measures and defense countermeasures to mitigate, avoid, or resist risks while keeping
them within acceptable levels. There are two primary methods for assessing network security threats: qualitative and
quantitative assessments.

Qualitative assessment involves describing the status assessment using descriptive language, while quantitative
assessment involves classifying risks based on evaluation indicators that represent the results of the status assessment
in mathematical form. Quantitative assessment is preferred because it is easier to calculate and interpret, and it
reduces the potential for significant differences in results due to subjective human allocation. However, quantitative
assessment results are not entirely accurate and can still be subjective. This method also tends to be more costly than
qualitative assessment.

Overall, a thorough network security situation assessment is critical for identifying and addressing potential threats to
network systems effectively. By utilizing both qualitative and quantitative assessment methods, network
administrators can gain a comprehensive understanding of the risks and vulnerabilities present in their network and
develop effective strategies to mitigate those risks.

2. Literature Review

2.1.  Cybersecurity Situational Awareness

Cybersecurity situational awareness refers to the ability to identify and respond to potential cyber threats in real-time.
It involves continuously monitoring a network's security status and identifying any suspicious activities that may
pose a risk to the system. The importance of cybersecurity situational awareness has become increasingly evident in
recent years, as cyber attacks have become more sophisticated and frequent [11].

The first step in achieving cybersecurity situational awareness is to establish a robust monitoring system that can
detect and alert network administrators to potential threats. This system should be able to monitor various types of
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activity, including network traffic, user activity, and application activity. The system should also be able to identify
anomalous behavior that may indicate a potential threat [12].

Once potential threats are identified, it is essential to have a well-defined incident response plan in place to respond
to them quickly and effectively. This plan should outline the steps to be taken in the event of a cyber attack, including
isolating affected systems, containing the attack, and restoring normal operations. It should also include procedures
for communicating with internal stakeholders and external partners, such as law enforcement agencies.

To effectively respond to potential cyber threats, network administrators must have access to timely and accurate
information. This information can be obtained through threat intelligence, which involves gathering data on the
tactics, techniques, and procedures used by cybercriminals to carry out attacks. Threat intelligence can help network
administrators identify and mitigate potential threats before they can cause significant harm.

Overall, cybersecurity situational awareness is critical for protecting network systems from cyber attacks. By
establishing a robust monitoring system, implementing an incident response plan, and utilizing threat intelligence,
network administrators can identify and respond to potential threats quickly and effectively, minimizing the damage
caused by cyber attacks. As cyber threats continue to evolve, it is essential to maintain a high level of situational
awareness and adapt security strategies accordingly.

2.2.  Situational Quantitative Assessment

Situational quantitative assessment is a critical process used to evaluate and mitigate various risks and threats faced
by individuals, organizations, and even nations. This assessment involves utilizing various mathematical and
statistical tools to quantify the likelihood of different risks and to assess the potential impact of such risks if they
occur. The aim of situational quantitative assessment is to provide decision-makers with the necessary information to
develop effective mitigation strategies, contingency plans, and response actions [13].

One significant advantage of situational quantitative assessment is its ability to provide an objective and data-driven
analysis of different risks. By using mathematical models and statistical tools, this assessment can provide a clear
understanding of the probability and impact of various risks. This can help decision-makers to make informed
decisions and to develop effective strategies that can reduce the impact of such risks on the system [14].

Another advantage of situational quantitative assessment is its ability to identify previously unknown risks. This is
because quantitative assessment techniques can identify risks that may be overlooked in a qualitative assessment.
This can help organizations to identify and develop strategies to mitigate these risks before they cause significant
harm.

However, one limitation of situational quantitative assessment is its reliance on historical data. This means that if
there is no relevant historical data available, the assessment may not be entirely accurate. Also, the assessment can
only provide insights based on available data, which means that new risks that have not yet been encountered may
not be considered.

Situational quantitative assessment is a critical tool for risk management and mitigation. Its ability to provide
objective and data-driven analysis of various risks can help decision-makers to develop effective strategies to reduce
the impact of such risks. Although it has some limitations, such as its reliance on historical data and inability to
identify new risks, it remains a valuable tool in risk management and should be employed as part of an overall risk
management strategy.
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Figure. 1. Situational quantitative assessment model

2.3.  Situational Quantitative Assessment

Situational quantitative assessment is a critical process used to evaluate and mitigate various risks and threats faced
by individuals, organizations, and even nations [15]. This assessment involves utilizing various mathematical and
statistical tools to quantify the likelihood of different risks and to assess the potential impact of such risks if they
occur. The aim of situational quantitative assessment is to provide decision-makers with the necessary information to
develop effective mitigation strategies, contingency plans, and response actions [16].

One significant advantage of situational quantitative assessment is its ability to provide an objective and data-driven
analysis of different risks. By using mathematical models and statistical tools, this assessment can provide a clear
understanding of the probability and impact of various risks. This can help decision-makers to make informed
decisions and to develop effective strategies that can reduce the impact of such risks on the system.

Another advantage of situational quantitative assessment is its ability to identify previously unknown risks. This is
because quantitative assessment techniques can identify risks that may be overlooked in a qualitative assessment.
This can help organizations to identify and develop strategies to mitigate these risks before they cause significant
harm.

However, one limitation of situational quantitative assessment is its reliance on historical data. This means that if
there is no relevant historical data available, the assessment may not be entirely accurate. Also, the assessment can
only provide insights based on available data, which means that new risks that have not yet been encountered may
not be considered.
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Situational quantitative assessment is a critical tool for risk management and mitigation. Its ability to provide
objective and data-driven analysis of various risks can help decision-makers to develop effective strategies to reduce
the impact of such risks. Although it has some limitations, such as its reliance on historical data and inability to
identify new risks, it remains a valuable tool in risk management and should be employed as part of an overall risk
management strategy.

The network security situation assessment algorithm uses the network security information of each server node in the
network (including intrusion information, network node topology information, vulnerability information
performance information service information, and log information) to obtain the vulnerability situation, threat
situation, and System operation situation, combined with the distribution of nodes in the network cluster to
determine the vulnerability situation, threat situation and the degree of influence of the system operation situation on
different nodes, then the security situation assessment value of the entire network can be expressed by formula (1):

k
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3. Methodology

3.1.  Support Evaluation

Support evaluation is an essential aspect of any system that involves providing support services to clients or users.
The process involves assessing the effectiveness of the support provided, identifying areas for improvement, and
implementing changes to enhance the quality of support [3, 17-19]. The following is a five-paragraph methodology
for conducting support evaluation.

The first step in support evaluation is to define the goals and objectives of the evaluation process. The goals should
be specific, measurable, achievable, relevant, and time-bound (SMART). The objectives should include the
identification of the key performance indicators (KPIs) to be used to evaluate the effectiveness of the support
services provided. These KPIs could include response time, customer satisfaction, and first-time resolution rate,
among others.

The second step is to collect data related to the identified KPIs. This could involve gathering feedback from
customers, analyzing support logs and tickets, and conducting surveys. The data collected should be accurate,
reliable, and relevant to the evaluation process.

The third step is to analyze the data collected to identify trends and patterns that could indicate areas of strength and
weakness in the support services provided. This could involve using statistical tools and techniques such as
regression analysis, correlation analysis, and factor analysis. The analysis should provide insights into the factors
that are affecting the quality of support provided and identify areas for improvement.

The fourth step is to develop an action plan to address the areas of improvement identified in the analysis. The action
plan should include specific, measurable, achievable, relevant, and time-bound (SMART) objectives and should be
designed to enhance the quality of support provided. The action plan should be communicated to all stakeholders
involved in the support services, including the support staff, management, and customers.

The fifth and final step is to monitor the implementation of the action plan and assess its effectiveness in improving
the quality of support services provided. This could involve conducting follow-up surveys, analyzing support logs
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and tickets, and tracking the identified KPIs. The results of the monitoring process should be used to refine the action
plan and ensure continuous improvement of the support services provided.

In conclusion, support evaluation is a crucial process for ensuring the quality of support services provided to clients
or users. The five-step methodology outlined above provides a structured approach for conducting support evaluation
that involves defining goals and objectives, collecting data, analyzing the data, developing an action plan, and
monitoring the implementation of the action plan. By following this methodology, organizations can continuously
improve the quality of their support services and enhance customer satisfaction.

3.2.  Attack Severity Classification

Attack Severity Classification is a critical concept in cybersecurity that refers to the process of categorizing attacks
based on their severity. This concept is essential for organizations to develop appropriate responses and strategies to
prevent or mitigate attacks [6]. Attack severity classification helps organizations to understand the potential impact
of an attack, including its scope, duration, and level of damage. By assessing the severity of an attack, organizations
can prioritize their response and allocate resources appropriately to minimize the impact of the attack.

There are several methods for classifying attack severity, including using vulnerability scores, incident response
procedures, and security information and event management (SIEM) systems [20]. Vulnerability scores involve
rating the severity of an attack based on the vulnerability that the attack targets. Incident response procedures involve
assigning severity levels to potential threats based on their potential impact. SIEM systems automatically categorize
attacks based on the severity of the event and notify security personnel to respond appropriately.

Attack severity classification is also an essential component of risk management. By classifying attacks based on
their severity, organizations can develop and implement risk mitigation strategies. These strategies may include
investing in new security measures, such as firewalls, intrusion detection systems, and access controls. They may
also involve training employees on how to recognize and respond to potential attacks, creating backup and recovery
procedures, and developing incident response plans.

Attack Severity Classification is a crucial concept in cybersecurity that helps organizations assess and prioritize
potential threats. By categorizing attacks based on their severity, organizations can allocate resources appropriately
and develop effective response strategies. This concept is also a critical component of risk management, helping
organizations to mitigate the impact of potential attacks and minimize damage to their systems and data. Therefore,
understanding the severity of attacks is essential for any organization that wants to maintain the integrity and security
of its systems and data.

The severity of the attack is classified according to the degree of damage to the target network environment
according to the attack intent, from 0 to 9 divided into ten levels, the higher the level, the higher the severity of the
consequences of the attack [9]. The classification is mainly based on the destructiveness of the attack and the
purpose and means of the invasion. The classification of threat attack severity levels is shown in Table 1:

Table. 1. Classification of attack severity

Grade Evaluation Criteria

0 Get OS, apply version information.
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1 Get system sensitive information.
2 Read the unrestricted file and data.
3 Read more important or limited files and data.
4 Make a restricted file and data.
5 Move a restricted important document and data.
6 For unrestricted important documents, data is modified, or DOS attacks on

ordinary services.

7 Execute the command or perform the system as a normal user, the
network-level DOS attack.

8 Execute commands as managed (limited, not easy to use).

9 Execute commands as managed (not limited, easy to use).

3.3.  Credibility assessment

Credibility assessment is the process of evaluating the reliability and trustworthiness of information or individuals.
The concept of credibility assessment is widely used in various fields, including law enforcement, journalism,
psychology, and social sciences. The aim of credibility assessment is to determine the accuracy and credibility of a
statement or source of information to make informed decisions.

One of the most common methods of credibility assessment is based on the cues of deception. These cues include
verbal, nonverbal, and behavioral indicators that suggest whether an individual is telling the truth or lying. Examples
of verbal cues include inconsistent statements, excessive detail, and a lack of spontaneity. Nonverbal cues may
include avoiding eye contact, fidgeting, and nervous behavior. Behavioral cues include changes in vocal pitch or
tone, body posture, and facial expressions.

Another approach to credibility assessment is to evaluate the credibility of the source of information rather than the
information itself. The source of information can influence the credibility of the information, and this approach seeks
to determine whether the source is trustworthy, reliable, and competent. This is especially important in fields such as
journalism and academia, where the reputation of the source is a significant factor in determining the credibility of
the information.

Credibility assessment can also be achieved through the use of technology. For instance, lie detector tests
(polygraphs) are used to measure physiological responses that indicate deception, such as changes in heart rate and
blood pressure. However, the use of polygraphs in legal contexts is highly controversial, and their accuracy is still a
subject of debate.

Finally, credibility assessment is not a foolproof method and can be influenced by factors such as bias, context, and
cultural differences. Therefore, it is essential to approach credibility assessment with caution and employ multiple
methods of evaluation to increase accuracy and reduce potential biases. In conclusion, credibility assessment is a
critical process in various fields that seeks to evaluate the reliability and trustworthiness of information or
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individuals. It is achieved through various methods, including verbal, nonverbal, and behavioral cues, evaluating the
credibility of the source of information, using technology, and being mindful of potential biases.

4. Discussion

To assess the situation of network security, various sources of data are required, such as the results of asset value and
vulnerability assessments, and credibility, support, and severity outcomes in the threat assessment process. From
these sources of data, the probability of a successful attack can be calculated by using the credibility and support
degrees of the threat, and the likelihood of a security event's intrusion can be calculated based on the results of the
vulnerability assessment. In addition, the loss level resulting from the security incident can be determined from the
threat severity and asset value evaluation results. These parameters are then used to assess the security situation of the
target system, and the outcome is presented in the form of a threat situation map.

The process of evaluating the security situation is based on warnings, using quantitative indicators of threat elements
and a gradual fusion of the values of various indicators. This results in a real-time representation of the threat
situation for the object of evaluation. Hence, it is both feasible and necessary to develop a hierarchical model for
assessing network security threats and proposing appropriate security measures.

In summary, constructing a model for network security threat assessment requires the use of data from various
sources, including asset value and vulnerability assessments, and credibility, support, and severity results from threat
assessment processes. The model should take into account the probability of a successful attack and the likelihood of
intrusion based on vulnerability assessment results, as well as the potential loss level. By combining these factors, a
security situation assessment can be conducted, and a real-time threat situation map can be created for the evaluation
object. This method is based on warnings, quantitative indicators, and gradual fusion of values, providing a
comprehensive and accurate evaluation of the network security situation.

5. Conclusion

In this article, the primary focus is on the concepts of hierarchical quantitative assessment of cybersecurity threat
situations. This method involves analyzing various elements of network systems, assessing the severity of potential
threats and vulnerabilities, and developing appropriate countermeasures to reduce online risks for users. To achieve
this, the article provides an indicator system and corresponding theory for large-scale network situation assessment.

The process of network security threat situation assessment is divided into three main areas: credibility assessment,
support assessment, and seriousness assessment. Credibility assessment involves evaluating the reliability and
trustworthiness of information sources, while support assessment involves analyzing the infrastructure and technical
support available for network systems. Finally, seriousness assessment involves evaluating the severity of potential
threats and vulnerabilities.

According to the experimental results presented in the article, the hierarchical quantitative assessment of network
security threat situations can significantly reduce online risks for netizens. This method provides a green and reliable
network environment for users to access and interact with online content. This approach also helps network
administrators develop effective protection measures and defense countermeasures to mitigate, avoid, or resist risks
while keeping them within acceptable levels.

Overall, the hierarchical quantitative assessment of network security threat situations is a critical process in ensuring
the safety and reliability of online networks. By analyzing various elements of network systems and assessing
potential risks and vulnerabilities, network administrators can develop effective strategies to protect users and reduce
online risks. The indicator system and corresponding theory provided in the article can serve as a valuable resource
for network administrators seeking to enhance the security and reliability of their systems.
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